


Mind your digital footprint and
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Life is mostly
Froth and bubble,
Two things stand like stone,
KINDNESS'in another’s trouble;
€COURAGE in your'own.

Adam Lindsay.Gordon

Thoughtful,
Honest
Inspiring;

Nice,

Known,

When using Social media,
Two things standllike stone,
RESPECT the privacy of another,
And be MINDFUL of yourown,

&
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When uploading to the Internet,

Twoithings are setinstone,

YoulCANNOTERASE
‘ammd.gu'mﬁjgg

Or WHERE yourShare’ will roam.

When you choose to click and share,
Two things stand like stone,
PRIVACY is HISTORY,
WHO'receives,
" Remains

t
F f UNKNOWN.

sh
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Tablets of&

When you choose to reply in haste,
Two things should be known
What's your INTENT whenit is sent?,
Becauseltwillibe
s>t “in STONE

thog f

Whentuploading:

YU latestphotos;
%qs fandllikestone,
DISCRETION shouldbe paramount

3

Your,CHOICEis iGtitheir é\vn;
Pl

Wheniyourmedialist

o T
) Multifeapture?
Two things MUST be thought;

Have |l gained CONSENT
Formy intent?

Will'the CONSEQUENCE be
NOUGHT?

When you consider a request
tobea friend,

Twoithings aresetin stone,

L OUHCODE0fCONDUCT must
bemet?

O]
PROFESSIONASBOUNDARIES
mustbe known.

Considerationgcaution andiconsent

<ettings requlsily

Itiisia digital tablet of stone’

Whenyouichoose
Toiclickiandishare}

Two thingsistand like stone,
‘SHARENTING'
Isnot
Parenting,
CONSEQUENGES
Remain unknown.

—

Be thoughtful using
Social media,

ONLY SHARE
WITH
THOSEWHO CARE

So your footprintis

Just your own.
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Background

e Anincident within the work place highlighted the need to
redefine professional boundaries regarding social media.

e How do we effectively caution parents and families about the
potential privacy issues associated with Social media, when
connecting with families and friends is so important for
support, particularly with an infant in the NICU?
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CAN | TAKE
PHOTOS OR
VIDEOS?

We want to protect our patients’ and staff

privacy, as well as their health. Please help us.
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Aim
to effectively inform parents to seek consent before
uploading photos and videos and to be mindful and
cautious when using social media,

Indirectly remind staff about their own professional
boundaries and code of conduct o
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Objectives

1 To develop a cost effective learning tool for families and all staff that directly
informs and indirectly cautions about the use of social media.

2 To raise awareness and to advise parents and families about the importance of
seeking consent before posting photos and videos to social media and to
explain the rationale behind staff not accepting friend requests or joining
Facebook Groups created for sharing infant progress.

3 To raise awareness and provide a cautionary alert staff about code of

conduct professional boundaries and potential negative consequences
of social media.
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Why there is aneed for protecting privacy?

"~ Facebook and Privacy Issues

facebook

In Social Networking and online communication,
people can hide and alter their real identities N
which allow for security and trust issues.

= According to Melber 2010, “Most people don't use the privacy settings
to limit access to their Facebook profile. Four out of five simply accept
the default setting, which allows their whole network to see the entire
profile.” (Melber, A, 2010.)

» This raises the question do people using Social Networking sites
realise the potential risks when it comes to privacy issues online?
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Whenusing socialimedia

Thoughtful,

Honest,

Inspiring.

Nice,

Known,
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Who is affected most by a posting to a social media platform and why does it matter?

The infant Online identity and information shared is permanent.
Respect the infant has a right to privacy.

Staff Must practise within our Code of Conduct and maintain Professional
Boundaries.

The hard to grasp fact is that every nurse is responsible for selling the
profession and maintaining public trust and confidence with crystal clear transparency .those blurred lines

between private and public life area accessible for ruthless scrutiny.

The parents Raise their awareness about the potential negative consequences and
unscrupulous recipients of information. Photos and videos
The word Sharenting has evolved as an accepted descriptor for parents who over

share on social media.
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Who bears the cost of providing social media guidelines?

It is the DHB responsibility to educate staff and inform parents

about  Respect , consent and privacy
It is our responsibility to know our

professional boundaries and

code of conduct
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NZNO Social media guidelines
Code of conduct
Duty of care

Be careful about what you say
and how you say it
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Poster Design Goals

Direct

Inform parents about hospital policy
regarding the need for consent and res;
of privacy.

Inform parents and remind nurses abot
Code of Conduct and Professional
Boundaries for nurses.
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When using Social media,
remember

» Considerand check your:privacy:settingsiregularly:
« Consider yourPersonal and’ Professional reputation.

«<Consider theimpact and longterm consequences of;
youriresponse. 3 P

= Consentisrequired from'all'thoseicapturediwithin the® :
photo before you Shapchatandishare: Lo =

B <

» Consent from allthose filmediis réqu:iigc,_i__,‘, -
before uploadin‘g‘your video! -

&z

- Caution: “Only Share with those who Care”

« Poster.and photosiJudy Hitchcock:2016
: ; : - 3 o
1 References, including NZNO Social media guidelines
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Indirect informative educational poster

Uses succinct prose to effectively caution about social media
privacy and the need for consent

Uses Photos that intrigue and engage. Images that convey
permanence.

Advocates for the rights of the infant to privacy and for
parents to be the custodians of their child’s privacy

Reminds and explains why Professional boundaries and
Code Of Conduct must be met
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TabletsiofiStone
When using/Sociallmedia;
Two thingsistand|likejstone;
RESPECGTthe!privacyoflanother;
And be MINDEUL ofiyouriown.
IWhenlyoulchoose tolclickiandishare;
) ifwoithingsistandilikejstone;
BRIVAGYisthistory:
imainsiunknown:

IDISGREMBNEEould{bElparampunts
Voo CRIONCE Bs med Thelr o,

d'
SHARENTING isnot parenting;

- CONSEQUENCETemain‘unknown®
Whenuploadingitoithelinternet: * - —

Two thingsare'setinistone,
YOU CANNOT ERASE THISBI L:PHASE

. " £ ot e T
ORWHERE YOUR “SHARE” WILL ROAME: Seqyie Jourmedia s multiicapture)

Twothings:MUSTbe theught;
~Have:l'gained cgf\‘se_nt for myintent?
- Will'thé consequence-be NOUGHT?

Whenyou.choose i
Two,thingsishouldgbeknow
What'syour intent When itis sent?
Because,itwill be set in stone.

When you consider a requestito beia friend,
Two things are set in Stone;, F;
OurCODE of CONDUCT must be met,
PROFESSIONAL'BOUNDARIES must be-known.
e ““Be thoughtfuliusing social medvi‘a,
It'isadigital tablet of stone, X
Y SHAREWITHTHOSEWHO CARE
So your-footprintis;justyyour'own. v

Jydy Hi
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Take home messages

Check your privacy settings on all your social media
platforms

Review NZNO social media guidelines

Mind Your Digital footprint and only Share with those
who Care
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Mind your digital footprint and

Barbara Hammond; RN, Whanganui District Health Board, NZ
Judy Hitchcock; RN, Capital and Coast District Health board, NZ

Abstract

Inappropriate use of shared photos and
information on soclal sites has been

widely publicised. Parents need to be aware of
the ramifications of sharing

photos and the potential far reaching
consequences for them and their infant.
Friend or Nurse?

An understanding of the professional code
of conduct and an expectation to respect
professional boundaries Is important to
convey to both parents and clinical staff alike.

Background

An incident within the work place highlighted
the need to redefine professional boundaries
regarding social media. This coincided with
the culmination of social media guidelines and
implementation of staff education by the New
Zealand Nurses Organisation (NZNO)

How do we effectively caution parents and
familles about the potential privacy issues
associated with Social media, when
connecting with families and friends is so
important for support, particularly with an
infant in the NICU?

Long term neonatal babies are likely to have a
Facebook page that parents can update friends
and family about progress.

The challenge for nurses is tokeep a
professional distance and desist from joining
such groups, as effective privacy settings of
group members can not be taken for granted.
Much damage can be done when discussions,
intended to be private, filter back to the unit
and cause offence.

Objectives

17To develop a cost effective learning tool for
families and all staff that directly informs and
indirectly cautions about the use of social me
dia.

27o raise awareness and to advise parents and
families about the importance of seeking
consent before posting photos and videos to
social media and to explain the rationale
behind staff not accepting friend requests or
joining Facebook Groups created for sharing
infant progress.

3To raise awareness and provide a cautionary
alert staff about code of conduct, professional
boundaries and potential

negative

consequences of social

media.

Method

identify the target audience for the information
and why there is a need for protecting privacy.

Whose responsibility s it to inform and who
bears the cost of providing information? Cost
is factored into the health budget

Who is affected by a posting to a social media
platform?

Aim

Primarily the aim is to effectively inform
parents to cautiously use social media,
whilst indirectly reminding staff about their
lown professional boundaries

The infant
shared is permanent
right to privacy.

Online identity and information
Respect the infant has a

The parents Raise awareness about
the potential negative consequences and
unscrupulous recipients

of information.

who over share on social
media.

Staff Educate:Practisewithin acode of conduct
and maintain professional boundaries.

Implementation
Dual need to educate staff and parents
simultaneously.

Nationwide study days arranged to promote
media awareness,

of guidelines developed by New Zealand Nurses

Organiation.

Research alternative information mediums

capable of delivering cost effective, engaging

and simple messages.

Potential to incorporate cautionary social
media privacy wamings on hospital TV circuits;

constrained by costand time.

Conclusion

The cheapest and most cost effective
information medium is the use of posters
incorporating links via QR Codes that elaborate
on the responsibilities of parents to safe guard
their child's digital footprint and to respect the
privacy of all employees within the unit

Poster Design Goals

Direct

wform parents about hospital policy regardi

need for consent and respect of privacy
rform parents about code of conduc
professional boundaries for n

Indirect

permanence

be mindful of priva
advocate for the righ he infant to privacy
and for parents to be the guardian and protector

of their child’s privacy

Posters need to be captivating and instructive
to convery the direct message, whilst

engaging and effectively cautioning about soclal
media privacy by default

Images used aim to convey permanence, whilst
the verses from"Tablets of Stone”aim to
succinctly remind the reader that their upload is

effectively set in stone

Alternative mediums for promoting the
information: Power point screening of the
individual powerful captions that together make

hole poster.

Mobile display using social media icons
and foot prints with the simple reminder to
‘only share with those who care’. Mobiles
dimensional and gra

hereas one dimensional posters
need to be intriguing and promote curiosity.
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